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Introduction

The topic of this study originates from the increasing number of reports on the
influence of misinformation or ‘fake news’ in the sphere of political discourse and, in
particular, its influence on the outcome of the electoral process in democratic
nations. The ability to successfully identify false, misleading or malicious news allows
voters to make truly informed choices and strengthens the democratic process.

This literature review is divided into three sections. The first section aims to
provide an understanding of the need for this research by exploring the literature
surrounding the sharing of political misinformation on Twitter and its effect on various
national elections. It begins by providing a definition of misinformation and the
various forms it can take and identifies a number of papers which have measured
and compared the influence of misinformation in different electoral contexts. The
second section addresses existing research into the efficacy of various machine
learning algorithms and methods to identify political misinformation on Twitter and
proposes a rationale for the undertaking of this research. In the third section,

research on how users react to being notified their posts are unreliable.

Contextualising the Research

This section defines misinformation and its associated terms, and reviews the
existing research into its effect on national and international elections over the past

decade
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Political Misinformation

This research defines misinformation as an umbrella term for a variety of false
or inaccurate information created with a purpose to mislead, which is spread both
intentionally by willing propagators and unintentionally by those duped by it (Tandoc
et al, 2017). Figure 1, taken from Wu, Morsatter et. al's 2019 paper provides a list of
the various types of misinformation. Fake news, a buzzword lionised by Donald
Trump in the 2016 U.S. presidential elections, is the topic of this research and can be
further defined as “news articles that are intentionally and verifiably false, and could

mislead readers” (Allcott and Gentzkow 2017, 213).
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Figure 1: Key terms associated with misinformation (Wu, Morsatter et al., 2019, 80)

Twitter

Twitter is a large social media platform which enables users to communicate
by posting short (no longer than 280 character) tweets, which may contain photos,
videos, links, and text. The platform has 217 million active daily users and is most

popular in the U.S.A., Japan and India (Aslam, 2022).
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Influence of Fake News

A meta-analysis of 200 experiments conducted over 40 years has shown that
humans are only 4% better than chance at detecting lies in writing (Bond & DePaulo,
2006). This implies that Twitter users cannot distinguish fake news from real news in
text-based tweets, and are therefore susceptible to believing and spreading false
news articles created with the intention to promote certain political biases. In fact, a
recent study analysing 126,000 news stories shared and retweeted by 3 million
users showed that political fake news spreads further, faster, and wider than the truth
(Vosoughi et al., 2018: Fox, 2018: Meyer, 2018). This is despite the fact that most
Americans mistakenly believe they can identify misleading content (Etkins, 2016).

Orchestrated campaigns of misinformation are inexpensive and can be used
to try to sway public opinion at election time (Levin, 2017: Caldarelli et al., 2020). In
the next subsection, recent studies into the effects of fake news on elections are
discussed. As the country with the highest proportion of its population on Twitter

(Aslam, 2022), we will begin with the U.S presidential elections in 2012 and 2016.

Fake News in Elections

” o«

The search terms “twitter misinformation election”, “twitter fake news election”,
“social media fake news election” were used to identify the candidate papers. Papers
about other social media platforms were disregarded, leaving the list of papers in

Figure 2 overleaf.



Finding Fake News on Twitter
A Systematic Literature Review

2156 words

Paper Authors Election | Sample
Political rumoring on Shin, J., et al. 2012 US 330,000 tweets
Twitter during the 2012 US presidential

presidential election: Rumor election

diffusion and correction

Analyzing the Digital Traces of Badawy, A., et al. 2016 US 43 million tweets
Political Manipulation: The 2016 presidential

Russian Interference Twitter election

Campaign

Influence of fake news in Twitter Bovet, A. & Makse, H.A. | 2016 US 30 million tweets, from
during the 2016 US presidential presidential 2.2 million users
election election

Not All Lies Are Equal. A Study Into Oehmichen, A., et al 2016 US 58 million tweets
the Engineering of Political presidential reduced to 9001 that
Misinformation in the 2016 US election achieved 1000
Presidential Election retweets
Assessing the Russian Internet Bail, C. A. et al 2016 US N/A

Research Agency’s impact on the presidential

political attitudes and behaviors of election

American Twitter users in late 2017

Political Knowledge and Munger, K. et al 2015 UK N/A
Misinformation in the Era of general

Social Media: Evidence From the election

2015 UK Election

Disinformation and Social Bot

Ferrara, E.

2017 French

17 million tweets

Operations in the run up to the 2017 presidential

French Presidential Election election

Junk News and Bots during the Neudert, L. M. et al 2017 German | N/A
German Parliamentary Election: general

What are German Voters Sharing election

over Twitter?

Political Bots and the Swedish Fernquist, J. et al 2018 Swedish | N/A

General Election general
election
Misinformation on Twitter During the Derczynski, L. et al 2019 Danish 1.5 million tweets
Danish National Election: A Case general
Study election
The limited reach of fake news on Cinelli, M. et al 2019 400,000 tweets
Twitter during 2019 European European
elections elections

Figure 2: Papers Concerning Election Fake News on Twitter
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The single research paper concerning the 2012 U.S. elections investigated
whether fake news and rumours were corrected as they were propagated across
Twitter. Shin et al. found that Twitter functioned more as an echo chamber for
like-minded partisans than a system where fake news was corrected, though their
sample of tweets was much smaller than the other studies (Shin et al., 2016).
Fake news across a multitude of social media platforms was in the news in
2016, the year of the U.S. presidential election between Hillary Clinton and Donald
Trump (Ritchie, 2016: Hotchkiss, 2017). In one study of 171 million tweets, Bovet &
Makse found that almost 25% of the 30 million news-related retweets contained false
or misleading content (Bovet & Makse, 2019). Much of this fake news was intended
to polarise opinion and its propagation appeared co-ordinated and orchestrated
(Oehmichen et al., 2019). The impact this had on the election outcome is difficult to
measure, but may be somewhat limited as retweets by automated Russian accounts
were mainly shared between users who were already similarly politically aligned
(Badawy et al., 2018: Bail et al., 2018). Many of these accounts disappeared after
the election, and were reactivated in the build-up to the 2017 French presidential
election (Ferrara, 2017).
The spread of fake news is not limited to the U.S.A. A 2019 report by the UK
Office of Communication showed that almost half of British adults get their news on
social media platforms, one in five from Twitter (Ofcom, 2019). U.K. Twitter users
tend to be better informed on political issues than those not on the platform, though
often the information they are receiving and sharing is polarising and of questionable
veracity (Munger et al., 2020). Organised clusters of automated twitter accounts
were identified in Germany and Sweden sharing right wing materials during their

2017 and 2019 elections, respectively, though at a much lower level than that of the
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U.S. (Fernquist, 2018: Neudert, 2017). It seems that the spread of fake election

news is not at pandemic levels, though, as studies found little evidence of the

phenomenon in the Danish elections of 2019, and the European parliament elections
of the same year (Derczynski et al., 2019: Cinelli et al., 2020).

This organised propagation of misinformation and disinformation for political
gain is increasing in some countries as partisan parties attempt to influence the
results of elections. Though the success or failure of these campaigns is yet to be
proven, identifying fake news in an attempt to prevent its distribution has become a
hot topic for research. In the next subsection, recent research into the use of

machine learning methods to detect political misinformation is identified and

discussed.

Using machine learning techniques to identify misinformation

In recent years, a number of studies have been conducted on the efficacy of
machine learning algorithms to detect fake news on social media (della Vedova et
al., 2018: Lin et al., 2019: Khan et al., 2021). It is not a simple and straightforward
proposition as misinformation is difficult to discern from trusted news as the articles
often contain similar language, images and structure (Conroy et al., 2015).

Some studies have combined analysis of content with analysis of the network
of sharing users in an attempt to improve accuracy of identification. In this section we
discuss the most relevant of these, the various machine learning algorithms used on
data from Twitter, though it should be noted that not all of the papers were based

solely on political misinformation but also fake news in other domains.
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Detection and Visualization of Misleading Content on Twitter

In this 2018 paper, the authors analysed both the content and the creator in
an attempt to detect misinformation in multimedia tweets about a variety of events.
Using Logistic Regression(LR) and Random Forest(RF) algorithms on a dataset of
6,225 real and 9,404 fake tweets, they report accuracy of 88% for LR (Boididou,
2018), though the limited size of the dataset calls into question the generalisability of

this resuilt.

Experiments on Detecting Fake News

Using a somewhat limited dataset of ~25,000 tweets on a variety of topics
from Trump to Covid, the authors of this study used 4 different ML algorithms to
detect untrustworthy news (Kudarvalli, H., & Fiaidhi, 2020). Logistic Regression and
Support Vector Machine were found to be the most effective with over 90% accuracy,
but the authors do not specify how they established which of the tweets were ‘fake’

nor whether the tweets were solely text-based or contained other media.

Machine Learning Algorithm based model for classification of fake news
on Twitter

This 2020 paper uses a dataset of text-based political misinformation tweets
about India. The authors collected an unspecified number of tweets about 4000
news articles, 40% of which contained fake news. They used TF-IDF classification
methods and measured prediction of fake news using Naive Bayes and Passive
Aggressive classifiers. They conclude that the Passive Aggressive classifier was the
most successful predictor of fake news with a 78% accuracy (Nikam & Dalvi, 2020)
but it is difficult to measure the significance of this finding without information about

how many tweets were used in the training and testing of the models.
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Detecting Fake News with Machine Learning Method
The Thai authors of this paper claim a 97% success rate at detecting tweets

containing fake news using the Naive Bayes algorithm, significantly higher than the
other studies found (Aphiwongsophon & Chongstitvatana, 2018). The results lack
some important details about the dataset of over 300,000 tweets, and together with a
lack of clarity in the writing, leave the credibility of these extraordinary numbers in

doubt.

Multiclass Fake News Detection Using Ensemble Machine Learning
Using a dataset from Kaggle of approximately 50,000 headlines, the authors

of this paper found that a Gradient Boosting algorithm was the most accurate
predictor of fake news scoring 86% accuracy (Kaliyar et al., 2019). While this is an
impressive result, and the paper is well written, containing sufficient details about the
experiment, the experiment contains a mixture of different media and is not limited to

tweets, and so cannot be presumed to be transferable.

Detecting Fake News, Then What?

Using machine learning to identify fake news seems to be possible to varying
degrees of success but does its use reduce the sharing and spread of
disinformation?

Seo et al. report on an experiment where users were given a warning when
they were about to share dubious content. The warnings originated from two
sources: a fact-checker, and a machine learning algorithm. The study found that
although the machine learning algorithm increased a user’s ability to spot fake news

in future, they placed less trust in its findings than the fact-checking warning (Seo et

10
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al., 2020). TrustyTweet is a plugin which notifies users when a tweet’s content is

dubious, though research to its effectiveness has only been conducted on a small

sample of 27 people (Hartwig & Reuter, 2019). It seems, however, that notifying

user’s that their tweets included misinformation or fake news may not have the

intended effect and could result in users sharing more partisan and biassed content
(Mosleh et al., 2021).

Research identified in this review failed to identify a clear and obvious choice

of machine learning algorithm to accurately identify fake news in tweets, and it is

unclear how best to share this information with users when detected. It is the

purpose of this research to fill this gap in the literature.

11
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